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Protecting your firm and your clients can feel daunting
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Encountering
cyber threats
IS not a matter

of if...




Following an industry-recognized framework can help you
assess, strengthen, and maintain your program

= National Institute of @
Standards and Technology / \
(NIST) Cybersecurity
Framework @
= SEC cybersecurity
examination sweep was \ ,

largely modeled on this
1 Respond
framework. . .

1 SEC Risk Alert, April 2014
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Take inventory — Understand what you are protecting

Hardware

Laptops
Desktops
Mobile devices
Printers

Servers

Vendors and

third parties
Services offered
Data accessed

Due diligence
completion date

Contract start and
expiration dates

June 23, 2017 SOLUTIONS 2017

Software
= Software name
» |nstalled version
» Purchase date
= Criticality

» Data classification:
public, private, sensitive

= Risk level:
high, medium, low

Charles Schwab Advisor Services



Manage vendors

Conduct
vendor due
diligence

How do What
vendors encryption
connect to practices do
your network? g they use?

Conduct
routine access

reviews and
annual audits
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Conduct risk assessment

Vulnerability
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Credentials
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Password
complexity

Access
rights

Two-factor
authentication

Password
managers
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Staff training and ¢lient education

“I think we have a huge

responsibility to educate our

clients, too. | can work really

hard to make sure we’re

protecting our clients’ assets

and data, but our clients need
| education so they know how

to protect themselves.”

Julie Goodrum
Wagner Wealth Management



Fund transfer requests

Prepare your Detect and
team and your f§ prevent fraud
clients attempts

Respond if Proper
you suspect controls can

prevent a vast
majority of
external fraud

fraud
occurred
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Data encryption

C C
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Data loss prevention
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Remote
copy/paste

File-sharing
websites

Aspects
of data loss
prevention

Email review
software

Mobile devices | Website filters
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Removable media

Disable the Establish
use of approval
removable Process
media

Only use firm Disable
provided, auto-run to
encrypted prevent
media malware
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Visit our new online Cybersecurity Resource Center

Schwab’s Cybersecurity Resource
Center includes:

Our five-step approach
Take Inventory Worksheet

Cybersecurity Assessment and
Action Plan workbook

Cybersecurity Reference Guide

Vendor due diligence sample questions
Employee and client educational materials
Other resources
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Five steps to a stronger cybersecurity

program
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Opportunities and Actions Workbook

June 23, 2017

Home » Cyl

Opportunities

O Cybersecurity

Cybersecurity is top
of mind for advisors
given the persistent
threat of fraud

and data security
breaches, and the
increased focus from
regulators.

curity and fraud »> Cybersecurity

Cybersecurity and fraud (continued)

Actions

[ Follow Schwab’s five-step approach. Learning how to

establish a comprehensive program to safeguard your firm

and clients can seem daunting, but it doesn't need to be.
Schwab's in-depth cybersecurity program provides an
action-oriented, five-step approach to guide you through
enhancing data security at your firm.

[ set the stage: Establish a strong foundation by
securing senior leadership support and taking
inventory of your firm’s data and assets.

[ Perform assessment: Assess your cybersecurity
posture and identify security control gaps.

[ create action plan: Define and prioritize actions
needed to mitigate security control gaps.

[J Implement and document: Implement your action

plan, update your policies and procedures, and train
staff.

O ish ongoing mail Test, monitor, and
update your program on a regular basis, and educate
your employees and clients.

Go to; Schwab Advisor Center > More > Cybersecurity
Resource Center

Owner(s) Status Notes

Tips and resources:

® Utilize the Take Inventory Worksheet to understand what you have to protect.

= Utilize the r rity As ment and Action Plan Work|

to remediate identified gaps.

k to define your current state and target state, and to develop an action plan

® Review and customize the Vendor Due Diligence Sample Questionnaire to use when onboarding new vendors and conducting recurring vendor

due diligence.

= Refer to the Cybersecurity Reference Guide for additional support during your assessment exercise.

24 Charles Schwab | Opportunities and Actions workbook

SOLUTIONS 2017

Charles Schwab Advisor Services



Advisor Services

Thank you

charles

SCHWAB

June 23, 2017 SOLUTIONS 2017



Important disclosures

These materials are provided as a convenience. They are provided entirely as-is, without warranties of any kind. Use of the materials
is at your own sole risk and liability. Neither Charles Schwab & Co., Inc. nor any of its affiliates or employees makes any warranty,
express or implied, or assumes any liability or responsibility for the accuracy, completeness, regulatory compliance, or usefulness of
any information, tools, resources, or process disclosed, or represents that its use would protect against cybersecurity (aka Information
Technology, IT) security incidents, including but not limited to system breaches, compromise of firm security, and/or improper access
to confidential information. Neither Charles Schwab & Co., Inc. nor any of its affiliates or employees is responsible for any damages or
other harm that might occur as a result of, or in spite of, use of any information, tools, resources, or processes disclosed. You are
solely responsible for securing your systems and data, including your organization’s compliance with all applicable laws, regulations,
and regulatory guidances. References herein to any specific product, process, or service by trade name, trademark, manufacturer, or
otherwise does not necessarily constitute or imply its endorsement, recommendation, or favoring by Charles Schwab & Co., Inc.

© 2017 Charles Schwab & Co., Inc. ("Schwab"). All rights reserved. Member SIPC. Schwab Advisor Services™ serves independent
investment advisors and includes the custody, trading, and support services of Schwab. Independent investment advisors are not
owned by, affiliated with, or supervised by Schwab. (0717-7PWD)
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